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Abstract

Anomaly-based intrusion detection (AID) techniques are useful for detecting novel intrusions into computing resources. One of sim-
ple but typical AID detectors proposed to date is stide, which is based on analysis of system call sequences. In this paper, we present a
detailed formal framework to analyze, understand and improve the performance of stide and similar AID techniques. Several important
properties of stide-like detectors are established through formal theorems, and validated by carefully conducted experiments using test
datasets. Finally, the framework is utilized to reduce the cost of developing AID detectors by identifying the critical sections in the train-

ing dataset.
© 2006 Elsevier B.V. All rights reserved.
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1. Introduction

Since the concept of intrusion detection in computer
systems was proposed by Anderson [1], many research
studies have been carried out to find appropriate intrusion
detection techniques to protect the resources in computers
or networks [20,17,19,4]. However, the network disaster
caused recently by Nimda, MSBIlast and MSSasser high-
lights the shortcomings of the intrusion detection tech-
niques deployed in our network infrastructures [14], and
indicates that intrusion detection techniques still have a
long way to go before they can provide effective protection
to computing resources.

In general, the intrusion detection techniques can be cat-
egorized into signature-based intrusion detection (SID) and
anomaly-based intrusion detection (AID) ones. The SID
techniques build (and/or update) intrusion signature bases
that include signatures of most known intrusions. Then,
the resource behavior that matches any intrusion signature
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in the bases is labeled as an intrusion. Obviously, previous-
ly unknown intrusions cannot be detected by this tech-
nique. Besides this drawback, the requirement of instant
updating of the intrusion signature bases imposes a severe
performance bottleneck on SID techniques.

For this reason, AID techniques have become a focus of
intense research as they offer an useful alternative to SID
techniques, that is capable of detecting novel intrusions.
One of their implicit assumptions is that the violations or
anomalies in the audit trails are indications of intrusions,
i.e. the anomaly is caused by an intrusion into the resource.
This assumption, though largely correct, may not be
always true as some malicious intrusions may not violate
the parameters of normal behaviors, whereas some non-
malicious activities may appear as violations [25].

In principle, almost all AID techniques work as follows.
First, a model of normally behaving users [12,13] and/or
processes [10,19] is built. Then, an intrusion is detected
by comparing the actual current behavior against the
normal model and taking actions according to some prede-
termined security policies [4,3,21]. Although many AID
techniques have been proposed to date, no single AID tech-
nique can effectively detect all types of intrusions into the
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resources under various scenarios [14]. More specifically,
they suffer from high false alarm rate that tends to reduce
the effectiveness of true alarms because of the base rate fal-
lacy, “that in order to achieve substantial values of the
Bayesian detection rate P(Intrusion|Alarm), we have to
achieve a (perhaps in some cases unattainably) low fasle
alarm rate” [2]. In other words, the higher false alarm rate
will make a security site officer frustrated, and then to
ignore all (true and false) alarms. In addition, the high cost
of and insufficient guideline about training the normal
model do not make matters any better for AID.

In this paper, instead of proposing a new AID tech-
nique, we develop a formal framework to argue about
and analyze the properties of a typical AID technique
called stide [8,6]. Then, we evaluate the influence of the
completeness of audit trails on the detection efficiency of
stide. Generally speaking, to be efficient, any AID tech-
nique must try to increase the detection rate simultaneously
keeping the false alarm rate to a minimum. For this reason,
it is important to understand the factors that suppress the
detection rate, and lead to false alarms. In this framework
for stide, the factors are identified as the minimum foreign
sequences in the intrusive dataset and the maximum self
sequences in the test dataset, and the relations between
these factors and stide efficiency are expressed and
discussed. In addition, most related works to stide are
interpreted in a logical way under this framework, namely,
mimicry attacks, information hiding techniques, t-stide,
variable-length patterns, and locality frame scheme.

Our aim in this paper is just that, and we do so by pro-
viding a useful formalism that not only helps in our under-
standing of the underlying dynamics among various factors
(e.g. the completeness of the training dataset, the complexity
of processes etc. ), but also provides practical methodolo-
gies as to how to develop efficient training procedures for
AID detectors to make training faster. Contradictory to
our general concept that more training audit trails will lead
to more efficient stide detectors, the experimental results
show that there are critical sections in the training audit
trails, which are important to stide efficiency. Our trimming
scheme is to find such critical sections in the training audit
trails. Ultimately, the framework gives guidelines for
selecting stide for intrusion detection (i.e., what are the
applicable scenarios of stide). Though our discussion is
based on stide, the framework provides insights that are
more generally applicable to other sequence analysis based
AID techniques (but excluding ones using probability
information of sequences [11,15,29]).

1.1. Related work

Sequence time-delay embedding or (stide), was first pro-
posed by Forrest et al. [6] for privileged Unix processes.
The method is an instance of a computer immunology
system to protect the computer systems using the principles
of natural immune systems. However, throughout the
series of papers by Forrest et al. [10,22,27], there is this

“magic number 6 which is empirically determined to be
the length of stide detectors to obtain effective detection
of all anomalies in intrusive datasets. This so called “Why
six?” problem [23] for stide has stimulated a lot of research
[18,24]. Finally, Tan et al. [24,23] showed that the cor-
rect answer to the problem lies in the fact that the lower
bound on the stide detector length is determined by the
length of the minimum foreign sequence(s) in the intrusive
dataset.

As a further work to Tan et al. [24], a comprehensive
framework, that systematically analyzes the interactions
among various factors affecting the operational limits of
stide detectors, is proposed in this paper. In particular,
the effects of incompleteness of the training dataset on
the effectiveness of stide are established in the framework.
Though it is generally understood that more completeness
of the training audit trails leads to higher detection
rate and lower false alarm rate, a quantitative relationship
among them is not available in the literatures. In practice,
even though there exist some techniques to generate
near-complete training dataset [5], it is worth studying
the effect of the completeness of the training dataset on
the performance of stide detectors for the following
reasons:

(1) It is difficult to collect a complete training dataset
even with the completeness-guarantee techniques;

(2) The existing completeness-guarantee techniques are
only specific for the system-call-based events in a
host. However, as a general technique, stide is not
only applicable to system call sequences in a host,
but also other event sequences in diverse environ-
ments, such as networks;

(3) In a converse manner, the knowledge of the precise
influence of the complete ness of the training dataset
on the efficiency of stide detectors will be useful to
propose or improve completeness-guarantee
techniques;

(4) The ‘concept drifting’ problem in the normal model
for anomaly-based intrusion detection tends to make
the normal model always incomplete. For example,
under the network scenario, the traffic model will
change with more applications applied;

(5) Most important of all, the tradeoff between the com-
pleteness of the training dataset and the efficiency of
the stide detector needs to be quantified. It is a com-
mon sense that, as the training dataset approaches
more completeness, more efforts are needed to
achieve any information gain. Furthermore, it is pos-
sible that the efficiency loss due to the incompleteness
will be made up by modeling generalization.

Contributions of this paper. The main contributions are
summarized below:

o A formal framework is proposed to determine the oper-
ational limits for stide-like AID detectors (without using
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frequency/probability information in the behavior mod-
el). Under the framework, the other techniques related
to stide, namely, mimicry attacks, information hiding
techniques, variable length patterns, t-stide and locality
frame, are interpreted as well in a logical way.

e The influence of the completeness of the training dataset
on stide efficiency is evaluated. From our experimental
results, we found that stide is not appropriate for intru-
sion detection under dynamic scenarios, such as the
Internet traffic.

e A scheme is derived from the formal framework for
trimming the training data given a specific detection
performance by identifying and eliminating non-critical
sections since they yield no additional information gain.
This saves both training time and space for storing
training data.

The remaining paper is organized as follows. Section 2
gives the notations and definitions to help the readers in
understanding the rest of the paper. In Section 3, stide is
briefly introduced and expressed formally. The perfor-
mance measures such as the effectiveness, completeness
and efficiency of an anomaly-based intrusion detector are
defined and several theorems on them are presented and
proved in Section 4. In addition, the operational limits
for stide detectors are determined. In Section 5, the
influence of the completeness of training dataset on stide
efficiency is evaluated. In the last section, we drawn the
conclusions.

2. Notations and definitions
2.1. Notations

2.1.1. Sequences and sequence sets

Let X denote the dataset for a process, which consists of
event logs with the identity of the associated running process.
A sequence S'in X is an event series constituted by contiguous
events in X with the same process identity, and its length is
denoted as |S]. Specially, ¢ is a sequence with length 0, and
¥ itself is a sequence as well. SS(Z, /) denotes the set of all
the sequences of length / (/ = 0), which are collected from
X. Thus, SS(Z,0) = {¢}. Furthermore, SS(X) = U; 5SS
(Z,1). In any subset of SS'(Z) c SS(Z), |SS|in (Z)" is the
minimum length of all sequences in SS’(X), and SS,,, (%)
consists of the sequences with length |SS’],,,;,(Z) in SS'(X).
As a special case, [SS|(X) = 0 if ¢ €SS . (X), and
|SS|min(z) =1L

Example 2.1. Suppose X = abc. ab is a sequence in X with
length 2, SS(X, 2) = {ab, bc}, and SS(X) = {¢,a,b,c,ab,
be,abe}. For a subset SS/(X) = {b,c,ab,abc}, |SS],.in(Z) =1
and SS:nin(Z) = {b’ C}.

' We use the notation |---| to represent the length of any member
sequence in a sequence set, instead of its size.

2.1.2. Set operations

For given datasets £; and X, of a process and corre-
sponding sequence sets SS(X, /) and SS(Z,, /), the set oper-
ations (U, N, —) are defined as follows (/ = 0):

(1) SS(Z,, )USS(Z», 1)=1{S[(Se€SS(Z,, )v(Se
SS(Z, 1))}

(2) SS(Zy, 1) N SS(Zs, 1) = {SI(S € SS(Z1, 1)) A(S €SS
(22, D)}

(3) SS(Z1, 1) — SS(s, 1) = (SIS € SS(Z1, 1)) A (S & SS
(229 l))}

In addition, £; ® X, is a special concatenation of the
datasets X, and X,, such that there is no sequence in
SS(Z; ©® Z,, ), in which some events belong to X£; and
other events belong to X,. This is because the process iden-
tity in 2, is different from that in X,. Therefore,

SS(Z1 © 2, 1) = 8S(X4,1) USS(2y, 1).

Example 2.2. Suppose that X;=abc and X,=ab.
SS(24,2) = {ab, bc}, and SS(X,,2) = {ab}. Thus, the set
operations  SS(X1,2) U SS(X,,2) = {ab, bc}, SS(Z;,2)N
SS8(2,,2) = {ab}, and SS(X1,2) — SS(X,,2) = {bc}.
2 ® X, =abc; ab.

2.1.3. Supersequence and subsequence

If S 1s a contiguous subsequence of S and
[S] — [Ssul =k, then Sgup, is said to be a k-order subse-
quence of S, and denoted as Sy, < S. Similarly,
Ssup Zx S denotes that Sy, is a k-order supersequence in
which S is a contiguous subsequence, and |Sy,;| — |S| = k.
It is worth noting that ¢ <4y, and S =4 ¢. For example,
ab <1 abc, a <X, abc and ab =, a. In addition, the terms
subsequence and supersequence will always imply contiguity
in this paper, such that ac %, abe, and be <X 5 abed.

2.2. Definitions

Central to our framework are the twin concepts of the
minimum foreign sequence — MFS, and the maximum self
sequence — MSS. Their definitions, expressions and relation
are given below.

2.2.1. Foreign sequences and self sequences

Let X,., be the reference dataset, and X, be the target
dataset. For any sequence S € SS(X,), if S is also in
SS(Z,¢), S will be called a self sequence, otherwise, it is a
Joreign sequence to X, Furthermore, FRGN(Z,g/|Z,./) is
defined as the set of foreign sequences of X, w.r.t. X,
Similarly, the set of self sequences is defined as
SELF(Z,q/|%,.s). Mathematically,

FRGN (S| Zrer) = UFSSS(Sper, 1) — SS(Srers 1), (1)
SELF (30| Zres) = ULSSS (Zgrs 1) N SS (e, 1). (2)

Thus, FRGN(Z 14| ye) U SELF(Z 1| Erer) = SS(Zig0).
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A sequence S in FRGN(Z, X, will be called a
minimum foreign sequence (MFS) [24] if none of its
subsequences is in FRGN(Z,|%,.), i.e. all of its subse-
quences are in SELF(X,q|%,.). The set of all minimum
foreign sequences is denoted as MFS(Z|X..). On the
other hand, for any sequence S in SELF(X,,|%,), if there
exists one first-order supersequence that is not included in
SELF(Z g%, (i.e., it is in FRGN(Z4|Z,.y)), then it will be
called a maximum self sequence (MSS). The set of all
maximum self sequences is denoted as MSS(Z.|Z..).
Formally, they can be expressed as

MFS(Zy|Zrer) = {SIVS(S € FRGN (21| Zrer))
A (VS'Vk (S € SS(Zye)) A (S' <SS

# FRGN (S,4[Z,01)))}, 3)
MSS(Zigi|Zrer) = {SIVS(S € SELF(Z,s|Z,s)) A (3S'(S'
€ SS(S)) A (S'518) A (S & SELF(S[E))}. (4)

From these definitions, MFS(Z/|Z,.) < SS(Z,,) and
MSS(Zo/|Zer) © SS(Z4g:). Furthermore, based on above
notations, IMFSIrnin (Ztgtlzref) = 15 |MSS|min(2tgt|Zrej) = 0.
Specially, if MFS(X0]Xrer) = @, |MES| (X0 Zrer) = +00.
The same property can be applied to MSS(Z ;g 2)ep)-

Example 2.3. Suppose that X,.,=abc,X,,, = abaa. The
sequence sets of these two datasets are: SS(Z,.) = {¢, q,
b, ¢, ab, be, abe}, SS(Z,q;) = {¢, a, b, ab, ba, aa, aba, baa,
abaa}. Next,

FRGN (Z4/|Zer) = {ba,aa,aba, baa,abaa}
SELF (Zi|Zrer) = {¢,a,b,ab}.
Finally, we can deduce:
MFS(E,g,|Z,<ef) = {ba,aa}
MSS(Z|Zrer) = {a, b, ab}
MEFES in (Z,g,|2mf) = {ba,aa}
MSS in (Zige | Zrer) = {a b}
[MES],,;, ) =
|MSS] . ( ) =

z:tgt |Zref
z:tgt|2m/‘"

min

min

2.2.2. Relation between MES and MSS
One relationship between MFSs and MSSs of two data-
sets Z,.r and X, is given by the following theorem.?

Theorem 2.4. For two datasets Z,.;r and T,y of a process
(SS(Z)ep#SS(X1g0), the following relation holds.

|MSS|’"1'”(Z’3t|Zr€f) = ‘MPS|min(Ztgt|Zr€f) -1 (5)

Specially, if SS(Z,.) = SS(Z,g),
|MFS|min(2tgt|Zref) = t oo

|MSS|m,tn (zrgtlzref) =

2 All proofs of theorems in this paper are provided in the Appendix A.

Example 2.5. In Example 2.3, it is obvious,

|MSS|min(Zlgl|Z"ef) - |MFS|min(Zlgl|Z"ef) -1=1

3. A formal description of stide

In the experimental setup for stide [6,27], there are two
datasets for every process, the normal dataset %, and
the intrusive dataset X;,,, which are defined below.

Definition 3.1. (Normal Dataset) The normal dataset is a
dataset X,,,; that is utilized to train the normal model of a
process for stide, and it MUST be collected in the normal
run of the process without any intrusion.

Definition 3.2. (Intrusive Dataset) The intrusive dataset X;,;
is a dataset that is collected when one or more intrusions
were occurring during the runs of a process.

In terms of these two datasets from the same process,
stide can be formally described as follows. Let w(>1)
denote the size of the detector window. In the modeling
phase, the normal model of the process is obtained as:
SS(Z,,, ®). Then, in the detecting phase, the foreign
sequences in the intrusive dataset X;,;, FS(Z,lZums @),
are enumerated:

FS(Zint|2nmla CO) = SS(Zinh CO) SS( nml s CO )

If FS(Z;,0 %0, @) # @, the intrusion(s) in the intrusive data-
set X;,, can be detected with the detector length w [10,9,
24,2713 1t is evident that the sequence set FS(ZlZ s )
is strongly related to MFS(X,,|X,,.1) via |MFES|, i (Zins | Zmi):

|MFS|mm( mt|znm1) 0 < FS( mt|2nm1aw) 7é ®. (6)
In its formal proposal [10], a Locality Frame Count
(LFC) function is applied to smooth the noise, or to filter
the false alarms in the process by summing up the number
of foreign sequences found within the span of a locality
frame. However, the LFC function does not add to or
compensate for the detecting ability, or failure/shortcom-
ing of the stide detector, and it will not be used in our
framework. As an application of our framework, it will
be interpreted later.

Practically, even though the underlying principle is very
simple, stide can detect most of the intrusions into the pro-
cesses (the datasets from UNM [7]). For this reason, it is
accepted as a typical and effective anomaly-based intrusion
detector in many research studies.

3 It is notable that most of these research studies only apply stide to
system-call based sequences in a host as does the original proposal for
stide[10]. However, in principle, stide is applicable to other environments
as well. Therefore, in our formal framework, it will not be specific for any
environment, which is also one of our objectives to formalize the stide
technique.
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4. A formal framework for stide

In general, the efficiency of an intrusion detection tech-
nique is determined by both false positives [2] and false
negatives (i.e., the detection rate). The incompleteness of
the normal model is well-known as the main cause for
the false positives in an AID detector [16,2]. As indicated
in the first section, such completeness of the normal dataset
is difficult to verify, and there is no effective method to
guarantee it. However, in most of the research studies on
stide [6,24], the completeness is not adequately considered
when evaluating the efficiency of stide detectors.

In this paper, we try to build a methodology to ana-
lyze the influence of the completeness of the normal
dataset on the efficiency of stide detectors. To achieve
it, the normal dataset is regarded as the training dataset
¥,n to build the known normal model of the resource.
At the same time, a test dataset X,, is introduced to
evaluate the completeness of the training dataset %,,,.
The function of the test dataset is to evaluate the ability
of the detector to correctly identify normal data as such
without generating false positives. Thus, the test dataset
must be collected during a normal run of a process
without any intrusion as well. To some extent, our
methodology corresponds to the actual scenarios where
it is difficult to collect all the normal behaviors of a
computing resource, and there are always false positives
when the normal behaviors are examined by an AID
detector. In addition, without loss of generality, we
assume that the audit trails in X;,; is caused by only
one intrusion.

4.1. A critical look at stide performance

In our formal framework for stide, with the detector
window size w, the normal model SS(X,,,,®) is first built
from X,,,. Based on its detection results on X, and X,,,
all the sequences are classified as follows. The outcome of
a detection process can be divided into four categories
depending on the true nature of the data and the correct-
ness of the detection result. These are shown in Table 1.
Therefore, according to whether a sequence matches the
normal model SS(X,,,,w), SS(Z,,,®) can be split into two
subsets: False Positive Sequence Set (denoted as
FPSS(X,|%, ), and True Negative Sequence Set
(denoted as TNSS(Z;u|Z,n,®)). Similarly, depending on
the detection outcome, the intrusive sequence set SS(Z;,,,®)
can be split into two subsets: False Negative Sequence Set
(denoted as FNSS(Z,,/|Z,,,®)), and True Positive Sequence
Set (denoted as TPSS(Z;,|Z:n,@)). Using our earlier nota-

Table 1
Four detection scenarios

Intrusive sequence Normal sequence

Alarm
Non-alarm

True positive
False negative

False positive
True negative

tions, we can write the following definitions of the above
four sequence subsets:

FPSS(2|Zpn, 0) = SS(Zigy, ) — SS(Zpyn, )
INSS (Z st | Ziomy @) = SS(Zsst, ) N SS(Zip, @)
TPSS (Xt | Zim, @) = SS(Zins, @) — SS(Z i, ©)
FNSS (Zint| Zirny @) = SS(Zis, ) N SS(Z,, @)

Furthermore,

FRGN (Zin|Zin) = U2 TPSS (Zig| Zirn; )

) w=1
SELF(Zim|Ztrn) = UziClFNSS(Zim|2trnv (,O)
FRGN(tht|2trn) = UZichPSS(ztst|ztrna CO)
SELF(ZLV[|Ztrn) = U+OC TNSS(ZLYI|Ztrn7 (’U)

w=1

Next, according to the sequences in these four categories,
we will define two aspects of stide performance, namely
effectiveness and completeness. Finally, we will give the
definitions and conditions for an efficient stide detector.

4.1.1. Effectiveness of a stide detector

Definition 4.1. (Effectiveness) A stide detector with detector
window o is effective to detect the intrusion in X, if there
is at least one sequence in the intrusive sequence set
SS(Z;,,m), which is detected as a true positive, i.e.,
TPSS(Z; |2 m,0) # .

To detect an intrusion effectively, the relation between
stide detector window size w and the intrusion characteris-
tics is critical to choose a proper w for stide, and it is stated
in the following theorem.

Theorem 4.2. Let us assume that there are a training dataset
X,n and an intrusive dataset ¥;,, of a process. A stide
detector of length w, built from £,,,, is effective w.r.t. Z;,,, iff

W = ‘MFS‘min<Eim|ZWVl)' (7)

Example 4.3. Suppose that X,,, = aba, and X,,, = ababa.
Then, MFSmin(Zinllztrn) = {b(lb}, and IMFS|n1in(Zint|Ztrn) =3.
As SS(Z,, 1)=SS(Z,, 1)=1{a, b}, and SS(Z;,;, 2) =
SSZn 2)={ab, ba}, TPSSZ, |, 1)=® and
TPSS(Z; %00, 2) = ®@. But TPSS(Z,,|Z 0, 3) = {bab} # ®
Thus, only if @ > 3, the intrusion in £,,, will be detected by
stide effectively.

Note that Theorem 4.2 merely summarizes the conclu-
sion of Tan et al. [24], but in our framework, it is rather
straightforward to prove its validity.

4.1.2. Completeness of a stide detector

Definition 4.4. (Completeness) A stide detector with detec-
tor window o is complete if the underlying normal model
built from a training dataset X,, is complete. In other
words, the sequence subsets TNSS(Z |2, ©) = SS(Z5, @),
and thus FPSS(Z,,|X,,, w) = ®.
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Due to the base-rate fallacy [2], the completeness of a
stide detector is also critical for its application. The
following theorem establishes the conditions for the
completeness of a stide detector in terms of the detector
window size .

Theorem 4.5. Let us assume that there are a training dataset
X,n and a test dataset X,y of a process. A stide detector of
length w, built from Z,,,, is complete w.r.t. Z,y, iff

@ < [MSS|, . (S| Zom)- (8)

min (

Example 4.6. Suppose that X,,=aba, and X, = baba.
Then, MSSmin(Ztsllztm) = {baa ab}a and IMSSImm (Ztstlztm)
=2. As SS(Z,;, 1) =SS(Z,.,, 1) ={a, b}, and SS(Z,;, 2)
=SS, 2)={ab, ba}, FPSS(Z;|Xi,, 1)=®, and
FPSS(Z )X/, 2) = ®. On the other hand, FPSS(X,|%;,,., 3)
= {bab} # ®. Thus, only if w < 2, the stide detector built
from X, is complete w.r.t X,,.

Corollary 4.7. For a training dataset X,,,, and a test dataset
X of a process, if |MSS|in (ZisdZam) = 0, there are no com-
plete stide detectors built from X, w.r.t. .

4.1.3. Efficient stide detectors

Definition 4.8. (Efficiency) A stide detector with detector
window size w is efficient w.r.t X, and X, if it is effective
to detect the intrusion in X;,,, and it is complete in detecting
Z[S‘t'

It is easy to conclude that an efficient stide detector will
not produce any false positives when analyzing X, and it
will produce true positives when analyzing X,,,. We are
now in a position to state the condition for a stide detec-
tor to be efficient, which is expressed by the following
theorem.

Theorem 4.9. Given a training dataset X,,.,, a test dataset
2. and an intrusive dataset X,,;, a Stide detector with the
detection window size w, obtained using %, is efficient
w.r.t. X, and 2, iff

|MFS| z“im'z‘trn) < w < |MSS|min(ztst|Ztrn) (9)

min (

Proof 4.10. It can be inferred from Theorems 4.2 and 4.5.

Example 4.11. Suppose that X, = aba, X,; = baba, and
Xi—=abc. Then, MSS,.;, (Ziilsin) = {ba, ab}, and MFS
(zintlztrn) = {C}a thus |MSS|min(2tst|21rn) =2 and |MFS|min
(ZindZsn) = 1. For a stide detector with length w, to be
complete, w < 2, and to be effective, > 1. Finally, we
can get 1 < w < 2.

Fig. 1 shows the area determined by MFS,,;(ZilZ:m)
and MSS,.;, (£,/%,,) where efficient stide detectors must
belong. If the point determined by |MFS|min (ZindZin)
and |MSS|min (Z:54Zs) 1s in the efficient area, it is possible
to find one or more efficient stide detector(s). Otherwise, no

Efficient and Inefficient Areas for stide Detectors
12

811 k
5. Inefficient Area T
g° he * *
s * * *
&7 * *x * *
S * Kk * K* *
£ * k k k *
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Fig. 1. Efficient and inefficient areas for stide detectors on the training
dataset X,,.,.

efficient stide detector can be found. Note that, there is one
undefined area since |MFS|nin (ZindZom) = 1.

The following corollary, drawn from the above theorem,
explicitly defines the operational limits of a stide detector.

Corollary 4.12. For a training dataset %,,,, a test dataset
2, and an intrusive dataset X,,; of a process, the following
hold:

(a) If IMSSIan(ZISt|ZII'n) < IMFS|min (Zintlztrn)» there are
no efficient stide detectors w.r.t. Z,,; and X,,,.

(b) With a detector window o, if w = |MFS|,.i,
(Zintlztrn): and w 2 |MSS|min (Ztstlzlrn), the Stide
detector built by X,,, is effective, but not efficient
w.r.t. X, and X;,,.

(c) With a detector window o, if @ < |MFS|,..in (ZilZ0),
and o < |MSS|in (ZidZirn), the stide detector built
by X,., is complete, but not efficient w.r.t. ¥,;; and
Zint'

4.2. Completeness of the training dataset vs. stide efficiency

From their definitions, MFS(2,,/|%,,) and
MSS(2,,|%,,) will be affected by the completeness of the
training dataset to a large extent. Therefore, according to
Theorem 4.9, the completeness of the training dataset is
critical to stide efficiency. In Fig. 2, the universe of all pos-
sible sequences is referred to as U, in which the known and
unknown normal models are only complementary parts of
the complete normal model. Outside the complete normal
model is the intrusive behavior space for the known and
unknown intrusions. However, in stide, all the sequences
from the training dataset are regarded as normal (in the
known normal model), and other sequences lying outside
the training dataset are considered anomalous. Obviously,
the unknown normal model is critical for its efficiency.
Thus, in our following analysis, we assume that the test
dataset Z,,, incorporates the whole unknown normal model
(Fig. 2). Even though the assumption can not be achieved
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Space for Anomalous/ U
Intrusive Behaviors

Fig. 2. Behavior spaces for stide: the known and unknown normal
behavior models, and the intrusive behavior space.

in the real deployment, it is reasonable in analyzing stide
performance for intrusion detection theoretically. Given
this framework, let’s examine the scenario in which stide
is suitable for detecting the intrusions into a resource.

4.2.1. MSSs in the test dataset
Based on Eq. (3), MSS(XZ/|Z;.) 1s deduced as

MSS (Ll i)
—{SIVS(S € SELF(S14|Em)) A (3S'(S' € SS(Ei)) A (S'521S) A (S’ & SELF (S| Zm))) }
={S|VS(S € SELF(S14|Em)) A (3S'(S' € SS()) A (S'521S) A (S’ € FRGN (L1 Zum))) }-

Thus, MSS(Z,,|2,) 1s affected by FRGN(Z|Z,,,), which is
in the unknown normal model (Fig. 2). Theoretically, for any
2, and Xy, if ., is not complete, |MSS|,,i(Z 5| Z:rn) can
vary from 0 to +oo (Note: +oo here indicates a potentially
large number bounded by the length of the dataset X,,).

4.2.2. MFSs in the intrusive dataset
Let’s first define one more concept in our framework:

Definition 4.13. The common false positive sequence set in
the intrusive dataset CFPS(X,,,, Z,.|X,.) 1s

CFPS(Z[M’ Ztst|2tm) = FRGN(Ztst|2tm) N SS(ZinZ)~

It is obvious that CFPS(X;,;, ZiulZ0n) €SS (i)

Example 4.14. Suppose that X%,,=[ik, X, =jkl and
2, =ckl. Based on sequence set definition, SS(Z,,) =
{¢5 1’ j9 k: lja ]ks l]k}9 SS(ZISI‘) N {d)’ j9 ka la ]k9 kla ]kl}s and
SSZi)=1{¢, ¢, k, I ck, ki, ckl}. Nextwe get
FRGN(Z|Z;) = {kl, jkl}. Therefore,

CFPS(EMZ; 2tst|2tm) ~ {kl}
|CFPS| it Ztst|2trn) =2.

min (

The following theorem is deduced to determine what affects
|MFS),in(Zinid Zirn) In our framework.

Theorem 4.15. For the datasets X,,,, X, and Zi,,

|MFS|min (Zim"Ztm) = mln(' CFPS| Z:im‘v Ztst|zlm)7
\MES],,(Zine|Zirn © Zir)) (10)

min (

Example 4.16. Take the same scenario in Example 4.14. In
it, MFSmin (Zint |Ztrn O Ztst Ztst) = {C}’ and |MFS|mzn
ZipdZmm © Zi) =1. Thus, we can determine that
|MFS|,in( Zind| X)) = min{2, 1} =1, which is correct as
MFS,,iZimlZ0n) = {c, kl}. On the otherhand, if X;,, = jki,
SS(Zint) = SS(ZISI)' Thusa CFPS(Einta Etstlz‘trn) = {kl, ]kl}:
MFSmin (Zinllztrn @ Zzst) =0. AS MFSm[n(Eintlztrn) = {kl}a
|MFS|min(Zintztrn) = 2 = min(2, +OO)

As indicated by the intrusive space in Fig. 2, |MFS|,,in
(ZidZ o © X)) reflects the intrusion characteristics in a
specific intrusive dataset X,,,, which does not depend on
the completeness of the training dataset. Thus, without
regard to the completeness of X,,,, MFS(Z;,|Z,, © Z)
and SS(Z;,,) will always be stable. According to Theorem
415’ if |CFPS|mm (Zinta Z:1‘st|2trn) < |MFS|mm
(Zintlztrn © Z’tsl‘)’ |MFS|mm (Zint|ztrn) will be affected
through the set FRGN(X,|X,.) as the completeness of
the training dataset increases.

In summary, both MFS(%,,,|X,,,) and MSS(X,,|%,..) are
affected by the completeness of the training dataset X,,,,, i.e.
FRGN(Ztstlztrn)'

4.2.3. Enhancing efficiency of a stide detector

Theorem 4.17. Assume that, for a process, the training
dataset from which the known model is built, is Z,,,, the test
dataset from which the whole unknown normal model is built,
is X, and the intrusive dataset is Z;,;. Then, there exist one
or more efficient stide detectors iff

|MSS|

Et.vt |2trn) 2 |MFS| Z[m‘|ztm O} 2t.vt) . (1 1)

min( min(
Example 4.18. Take the two scenarios in Examples 4.14
and 4.16. If X, = ckl, MSS,in(Z | Z0n)=11, k}, MFS,.i
(Zintlztrn):{c}s and MFSmin (Zintlztrn © Z:tst) = {C} Thus,
there exists only one efficient stide detector with length
w = 1. However, if X, =jkl, MSS,..; (ZidZin) =1L, k},
MFS,., (ZindZim) = {kl}, and thus, there do not exist
efficient stide detectors. At the same time, as MFS,,;,
(E[ntlztm O X)) = ¢, and |MFS|min(2[nt|2tm O Z45) = to0,
the above equation in Theorem 4.17 does not hold.

What the above theorem tells us is that with increasing
completeness of the training dataset, the intrusion charac-
teristics reflected by |MFS|,.in (ZidZin © Z4) acts more
and more as a threshold for the efficiency of a stide detec-
tor. Therefore, sooner or later, the intrusion must manifest
itself in the intrusive dataset with a finite (reasonably small)
length of the MFSs, otherwise, there will be no efficient
stide detector for the intrusion.

The following corollary, which follows from the Theo-
rems 4.17 and 4.9, emphasizes the condition to build effi-
cient stide detectors from a training dataset:

Corollary 4.19. Assume that, for a process, the training
dataset from which the known normal model is built, is ¥,,,,
the test dataset from which the unknown normal model is
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constructed, is X, and the intrusive dataset is Z;,;. Then, if
|MFS|min(2int|ztrn) < |MFS|min(Zint|2tm @ Zlé‘l‘)s there are no
efficient stide detectors.

Ideally, if the training dataset X,,, is complete so that it
includes all the normal behaviors of a process (i.e., for any
Zists | MSS|min (ZisilZirn) = +00), |CFPS|pin (Zinss
2| X0n) = too. At the same time, the MFSs in an intrusive
dataset X;,, is in fact MFS(Z;,|Z;m © Z,), which is the
absolutely ideal scenario. Definitely, under the ideal scenar-
10, there will be efficient stide detectors trained by the data-
set X,

4.3. Interpretation of related work on stide

Following the publication of stide, several research stud-
ies have been published with criticisms and suggestions of
improvement of stide [28,25,27,26]. Under our proposed
framework, they can be interpreted in a logical way to
determine their basic foundations.

4.3.1. Mimicry attacks and intrusion information hiding

The mimicry attacks are proposed by Wagner to show
the weakness of the stide technique [28]. In a nutshell, the
proposed strategies to do mimicry attacks are: intrusive
behavior avoidance; waiting for the intrusive behaviors
accepted by normal model passively and actively; replacing
the system call parameters; inserting no-effect system calls;
creating equivalent variations of a given malicious sequence.
Almost with the same principles, the information hiding
paradigm is also applied to indicate that the stide technique
is easy to be evaded [25].

Utilizing our proposed framework, it is very obvious
that all these evading strategies are to make the minimum
foreign sequences of an intrusion as large as possible so
that eventually it grows beyond the length of stide detector
window, making the stide detector ineffective. From the
viewpoint of information theory, the information gain in
the intrusive dataset (which is manipulated by mimicry
attacks or information hiding techniques) is too small to
be detected. Furthermore, since these two techniques focus
on applying stide to system call sequences in the host-based
systems with more or less strong assumptions, the only
conclusion that can be made is that the stide is not suitable
for detecting the mimicry attacks based on the system call
sequences. Therefore, at this point, no conclusion can be
drawn about the influence of these techniques on the effi-
ciency of a general stide detector (with a ‘good’ encoding
replacing ‘system call’).

In addition, we found that it is possible to make
stide inefficient by getting control of one application
and then nudging it to generate smaller minimum com-
mon false positives during the run of an intrusion (The-
orem 4.15). If the quantity of the false positives are
large enough during the intrusion, the stide detector will
be useless in detecting the intrusion due to the base-rate
fallacy [2].

4.3.2. t-stide and variable length patterns

As variations of stide, t-stide and variable-length
patterns are proposed in [27] and [26], and both of them
utilize the frequency information of each sequence,
t-stide is very similar to stide except that it discards
infrequent sequences whose frequency is smaller than a
threshold ¢ [27]. The performance of t-stide is found
to be unsatisfactory by the author. Using our frame-
work, the obvious reason for t-stide’s failure is that
the discarded sequences will increase the incompleteness
of the training dataset, that will decrease its detection
efficiency. The ultimate reason is identified as a design
drawback in t-stide [16].

Since the principles for stide and variable-length pat-
terns [26] are different, their comparisons will be based
on the detection performance by considering the fact
that only the patterns (or sequences) are used in the
detection phase. As indicated in our framework, the
minimum foreign sequence is the main characteristic left
in the audit trails for the sequence-related AID tech-
niques. In the principles of variable-length patterns, we
noticed that if the minimum length of the MFSs of
an intrusion is larger than 1, the intrusion will be easily
ignored by variable-length patterns. For example, sup-
pose that the normal model for the variable-length
method is {ABCD, CAE, FBD}. If the minimum for-
eign sequence of an intrusion is ‘DC’, and the intrusive
audit trail is ‘ABCDCAEFBD’, the intrusion will not be
detected. As the experimental results in [26] are very
good, we suspect that the MFS of the chosen intrusions
is 1, just like the ‘misconfiguration’ for ‘wu-ftpd’ in our
experiments described later.

4.4. The significance of locality frame count

For stide, following [27,10], the anomaly value of a trace
is derived from the number of mismatches occurring in a
temporally local region, called a locality frame (LF). Then,
a locality frame count (LFC) is used as a threshold to
determine whether the locality frame is anomalous in the
trace.

Let us assume that the stide detector window is of
length w. Suppose that, in a locality frame of a trace,
there are at least n MFSs: MFS,, MFS,, ..., MFS, with
lengths smaller than ®, and MFS; has the minimum
length /, among them. Since by definition, one MFS can
not completely include another MFS, the minimum num-
ber of mismatches will take place when the MFS’s are
maximally overlapped, i.e., MFS, starts one event later
than MFS,, MFS; starts one event later than MFS, and
so on. In this pathological case, the minimum number
of anomalies detected in the LF should be w — [, +n.
Therefore, for successful detection of the anomaly in the
LF, we must have LFC < w — [ +n.

From the above analysis, we can identify these ways to
successfully detect intrusions in an LF: (1) making the
detector window larger; (2) making the minimum foreign
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sequence smaller, and (3) making the number of MFSs in
one locality frame as large as possible to form a cluster
of anomalies [10]. Since larger detector window will
degrade the efficiency of stide, the latter two options can
be considered to serve as a guideline for choosing proper
lengths for LF and LFC.

5. An Application of the framework

Apart from strengthening the comprehension of the
inherent dynamics of stide-like AID detectors, the for-
mal framework can also be applied to accelerate the
training of stide-like AID detectors with less training
audit trails. In this section, other than evaluating the
influence of the completeness of training dataset on stide
efficiency, an application will be described in detail:
trimming the normal dataset without losing efficiency
for a given detection performance (thus the training pro-
cedure is speed up).

5.1. Experimental setup and datasets

For the convenience of comparison, the datasets [7] that
are used in [27,24] have been used in our experiments as
well. In addition, we have discarded the normal datasets
of several processes that are too small to use in our frame-
work. The normal and intrusive datasets for selected pro-
cesses are specified in Table 2.

From the table, our selected datasets represent most
processes and intrusions into the processes. Furthermore,
to analyze the characteristics of every intrusion, its intru-
sive dataset, even into the same process, is treated as an
individual dataset.

Table 2

The dataset specifications

Normal Intrusive No. of No. of
datasets datasets traces system calls
Live-named-UNM - 142 9230572
- Buffer overflow-1 3 969
- Buffer overflow-2 2 831
Live-lpr-MIT - 2703 2926304
- Lprep 1001 165248
Sendmail-CERT - 294 1576086
- Syslog-local-1 6 1516
- Syslog-local-2 6 1574
- Syslog-remote-1 7 1861
- Syslog-remote-2 4 1553
- Cert-sm565a 3 275
- Cert-sm5x 8 1537
Sendmail-UNM - 346 1799764
- Decode 36 3067
- Forward loops 36 2569
- Sunsendmailcp 3 1119
Syn-wu-ftpd - 8 180315
- Misconfiguration S 1363
Syn-xlock-UNM - 71 339177
- Buffer overflow-1 1 489
- Buffer overflow-2 1 460

5.2. The completeness of training dataset vs. stide efficiency

Before applying an AID technique for intrusion detec-
tion, it is critical to evaluate what are its applicable scenarios
since any AID technique is not a panacea within the context
of intrusion detection. In this section, the influence of the
completeness of the training dataset on the efficiency of stide
detectors will be evaluated to achieve two objectives: (1) eval-
uating the relation between the completeness of the training
dataset and stide efficiency to get what are the applicable sce-
narios of stide, and (2) trimming the redundancy in the training
dataset with sacrificing the distinguishability of the behavior
model. For that purpose, we regard the normal dataset for
every process to be complete for the normal model of the pro-
cess, and we induce incompleteness by splitting the normal
dataset into a training dataset and a test dataset. To remove
any dependency, we choose the training datasets with m
varying sizes Sizey, ..., Size,, and n varying starting points
Posy, ..., Pos, within the length of the normal dataset X,,,,,,.
To achieve it, the normal dataset is treated as a continuous
ring using wrap around of the linear dataset. Given any split-
ting point Pos; and any size Size;, the part from Pos; to
(Pos; + Size)%o|Z,,,.. 1s selected as X,,,(i, j), and whatever
remains is chosen as the test dataset X,,(i, j). Based on
2,(1,)) and Z,.,(i, j), the completeness of the training dataset
will be evaluated considering stide efficiency in the detection
phase.

On the other hand, in stide-like AID techniques, the fre-
quency (or probability) information of the events in the
training dataset is not utilized, so trimming the repeated
events (or sequences) in the training dataset is useful to
economize the training time without any loss of efficiency.
In the trimming procedure, the critical sections in a normal
dataset are identified to produce a compact training data-
set. One of the requirements for the critical section is that
the stide detectors trained by it must be as efficient as when
they are trained by the complete untrimmed dataset. Final-
ly, the most compact critical section(s) in the normal data-
set are chosen for stide without sacrificing its efficiency.

To achieve it, we also develop two graphical tools to
make it easy and convenient to analyze the completeness
of the training dataset, and the characteristics of the data-
sets. They are described below.

5.2.1. MFS-MSS average curves

These curves are inspired by Theorem 4.17, which can
be used to depict the influence of the completeness of the
training dataset on the detection efficiency graphically. At
the same time, our objective for these curves is to evaluate
the dynamics in stide efficiency with the completeness of
training dataset, thus, we only concern about the size of
training dataset. For this reason, the average values for
|MSS|m1n (ztstlzrrn) and |MFS|min (Zintlztrn) for a given
training data size Size; (1 < m) are first calculated:

} 1
|MSS'ﬂf”|avg(/) = *

n

|MSS|min(El5’l(i7j)|foﬂ(i7j))7 (12)

n

i=1
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L1 . .
|MFSmin|avg(j) = Z * Z |MFS|mm(EW(lL/)‘Zl”’(l?.}))' (13)
i=1
Then, we plot the average values of |[MSS],,.;, (£/54Z:) and
|MFS),.in (ZiX0) against the corresponding sizes of Z,,,,.
We call the resulting graphs as MFS-MSS Average Curves
(MMAC) (Fig. 3).

5.2.2. MFS-MSS Matrix

Let us first introduce a new concept ‘critical section’.
Within context of stide, for a splitting point Pos;, Size; is
a critical section CS(i, A1) if |MSS|,.in (Zusli, NIZinli, J))
= 2 but |MSS|in (Zisi, ] — D|Z,0(0, j — 1)) < A. Obvious-
ly, the critical section is indispensable to provide stide
detectors with the detection performance A. Other than
the critical section CS(i, ), the remaining part of the nor-
mal dataset can be discarded as it has negligible effect on
the stide detection efficiency.

The MFS-MSS Matrix (MMM) is defined in order to
help identify the critical sections in the normal dataset with
respect to the predefined detection performance A. In the
matrix, the columns (the horizontal axis) are defined by
the splitting sizes of the training dataset {Size,
Size,, ..., Size,,}, and the rows (the vertical axis) are
defined by the splitting points of the training dataset
{Posy, Posy, ..., Pos,} (as in Fig. 4). According to our
proposed formal framework (especially from Eq. (10) and
Theorem 4.17), an entry MMM(i, j) in an MMM matrix
will be labeled as ‘efficient’ if |MSS|,... (Z:s:(i, NIZsrnliy 7))
> A, otherwise, it is labeled as ‘inefficient’. Furthermore,
for every specific pair of Pos; and Size;, if MMM(i, j) is
inefficient but MM M(i, j + 1) is efficient, the transition from
the inefficient entry MMM(i, j) to the efficient entry
MMM(i, j+ 1) is named as an efficiency transition in the
MMM Matrix. From the efficiency transition, it can be
concluded that the section in X,,,; from Pos; to (Pos; +
Sizejﬂ)%lan/l“ is critical for building efficient stide detec-
tors, i.e., it is a critical section CS(i, 1).

After identifying the critical sections for all splitting
points, we choose the most compact critical section
MCCS(A)(=CS(i, 4)) in the normal dataset as the training
dataset for stide. As its name implies, for any other critical
section CS(k, 1) (i#k), |MCCS(A)| < CS(k, A)|. Since the
redundant parts in the normal dataset can be trimmed by
using MCCS(4), the training time for the stide detectors
can be substantially reduced without sacrificing the detec-
tion performance. As an added benefit, the size of
MCCS(4) in the normal dataset provides an intuitive mea-
sure of the complexity of a process. This is because, intui-
tively, with respect to the same detection performance, the
more complex the process is, the larger MCCS(4) is. Fur-
thermore, this technique for dataset trimming can be uti-
lized in other domains as well, such as information
retrieval and computer forensic.

4 It is done in a wrap-round fashion like the normal dataset splitting
policy in the same application.

5.2.2.1. Effect of the trimming scheme. As mentioned earlier,
in order to be valid, any trimming of the training dataset
must not lead to any loss in the efficiency of stide detectors.
That our trimming procedure indeed satisfies the criterion
is shown by the Theorem 5.1.

Theorem 5.1. Let >, denote the critical section, and X,
the remaining part in the normal dataset. Thus,
X0 ©Xi =Xy The future normal dataset is denoted as
Zoew Then, for all (known and unknown) intrusions with

MFS(Ziﬂt|2nml @ Znew) g },,

|MSS| i (Znew| Zmt) = [MFS|
=|MSS|

min(zint|znml ©) z:new)

min(zgt @ 2”€W|2$:n) 2 |MFS|min(Zint|anl @ 2:new)~
Proof 5.2. In the trimming scheme, we assume that
|MSS| i (Zio |25 ) = 4 (>0), i.e. the detection performance
of the stide detector built by the critical section is stable at 4
to detect intrusions that cause MSSs smaller than 4. From
its definition, |MSS|,,;, (X5, © Zpew|Zy,) is affected by the
foreign sequence(s) S(S € MFSyin(Z5, © Zpe|Z5s,)) under
the following two scenarios:

Case 1. S € SS(Z);

tst
S €SS(ZE),S & SS(=2)

=S| =4+1
:>|MSS|min (Z;;t © ZHC’W|Z;:n) )”

=|MSS|,,, (28 © Zpen|Z53)) = [MFS|

st trn

2int | z:nm[ © Znew) .

min (

Case 2. S & SS(22);

st

S ¢&SS(Z2),S ¢ SS(Z2)

tst irn

:>S C Znew; S ¢ 2”’7‘1
:>|MSS|n1in(ZneW‘271'"1) =|5[ -1
= [MSS] i (S Zmr) = [MSS] 5, (Z © Zen | Z5,)

st trn

= |MSS | (22 © Zpie|Z5) = [MES), i (Zit | Zamit- © Ziens)

st trn

min

Based on the results under these two scenarios, the theorem
is proved.

5.3. Experimental evaluations

The splitting procedure in our application works as
follows. The length of the training dataset Size; is
varied from 1% to 99% of the normal dataset, with
a step of 7%, and the remaining portion of the
normal dataset is designated as the test dataset. The
splitting position Pos; is also varied dynamically from
1% to 99% of the normal dataset, using wrap around,
with a step of 7%. Thus, m =n=15. The maximum
length for MSSs in any test dataset is kept fixed at
N =25 (as all the MSSs and MFSs obtained are well
within this limit).

In our experiments, the following aspects of the frame-
work will be evaluated:
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Fig. 3. MFS-MSS average curves for different processes. (a) Process ‘named’. (b) Prcoess ‘Ipr’ from MIT. (¢) Process ‘sendmail’ from CERT. (d) Process

‘sendmail’ from UNM. (e) Process ‘ftpd’. (f) Process ‘xlock’.

(A) The influence of the completeness of the training
dataset on the MFSs in the intrusive dataset;

(B) The influence of the completeness of the training
dataset on the MSSs in the test dataset;

(C) The effectiveness of the trimming procedure, and the
related graphical tools.

5.3.1. Fvaluating the completeness of the training dataset
In Fig. 3, the MFS-MSS average curves for processes are
illustrated.” From these curves, the varying sensitivity of the
stide detectors to the completeness of the training dataset is
obvious. For processes ‘named’, ‘xlock’ and ‘Ipr’ from MIT,
the efficiency of stide detectors is quite sensitive to the com-
pleteness of the training dataset. For process ‘sendmails’

5 For clarity, in this figure, we have grouped the intrusions which have
the same MFS sequences with the increase of the completeness of the
training dataset. For the same reason, some MFS sequences will be
organized in a table if they are too near to be distinguishable from their
curves, such as the table in Fig. 3d.

from CERT, the efficient stide detectors can be obtained
even with a small size of the training dataset. At the same
time, the minimum foreign sequences of the intrusive dataset
are not affected that much by the completeness of the training
dataset since |MFES|,,i(ZiuilZom © Zi) 18 small (less than 2)
for ‘named’, ‘lpr’ and ‘sendmail’ from CERT (Eq. (10)).
However, if the MFS(s) of an intrusion is larger than 2, such
as ‘decode-280’, the influence of the minimum common false
positive sequences in the intrusive dataset can be observed
clearly as the completeness of the normal dataset increases.
In addition, the answer to the “Why 6’ [23] question is pro-
vided explicitly by Fig. 3d.

General speaking, the degree of sensitivity of the stide
detectors to the completeness of the training dataset may
be influenced by the complexity of the processes and/or
the audit trails collection tools. If the function of a pro-
cess is simple, the complete training dataset is easy to
collect, and the detection efficiency is more influenced
by the intrusion characteristics |MFS|,.i, (ZiplZimn © Zisr)
(Theorem 4.15). Otherwise, the completeness of the
training dataset is hard to be guaranteed, and the stide
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Fig. 4. MFS-MSS Matrix for different processes (X4 = 6). (a) Process ‘named’. (b) Prcoess ‘Ipr’. (c) Process ‘sendmail’ from CERT. (d) Process ‘sendmail’

from UNM. (e) Process ‘ftpd’. (f) Process “xlock’.

detector is more sensitive to the completeness of the
training dataset.

In summary, stide is very efficient to detect intrusions
into a process (i.e., a computing resource) with simple
function, but its efficiency will be deteriorated when
detecting a complex process. For instance, stide is not
appropriate to detect the intrusions in Internet since the
traffic behaviors in Internet are very dynamic, and even
evolved with time.

5.3.2. Identifying critical sections using MMM

In the MMM matrix, the efficiency of every entry is
indicated by its darkness, which is defined by the value
[MSS| i Zisi(i, Zinli, j)) — 4. As in Fig. 4, the darker
elements of the matrix indicate the efficient entries, and
the lighter elements of the matrix indicate the inefficient
entries. Therefore, based on Theorem 4.17, the darker
the entry in the MMM matrix is, the more possibility
to train efficient stide detectors from the training dataset
determined by the entry (i,j). Furthermore, for every
splitting point, the efficiency transition is clearly visible
as it is the transition from a lighter entry to the first
darker one.

In our experiments, we let A = 6. From these efficiency
transitions in the MMM matrices (Fig. 4), the critical sec-
tions in the normal dataset for any process can be identi-
fied easily for every splitting point. For example, for the
process ‘lpr’, at the splitting point Posj, = 78%,

CS(12,6) =[78%, 100%] U [0,63%]. Finally, the most com-
pact critical section is gotten for every process (e.g. for
‘Ipr’, MCCS(6) =[85%, 100%]U [0, 63%]). In our experi-
ments, the MCCSs for various processes in the normal
datasets are shown in Table 3. Obviously, the beginning
part [0, 7%] and the end part [92%, 100%] are included
in all these most compact critical sections. As discussed
in [16], the beginning and end transactions of a process
are critical in building the normal behavior model, and
thus affect the stide efficiency.

From the critical section set for every normal dataset in
MMM matrix, the sensitivity of the efficiency of stide
detectors to the constitution and completeness of the train-
ing dataset can be identified more meticulously. Further-
more, from the actual size (Note, not the percentage) of
MCCS(Z) in the normal dataset of a process, we can get
a rough indication of the complexity of the process. From
Table 3, we can infer the following order in terms of com-
plexity among various processes in the experimental data-
sets: “wu-ftpd < sendmail from CERT < xlock < sendmail
from UNM < Ipr from MIT < named”.

6. Conclusions and future work

In this paper, a general framework is proposed to deter-
mine the operational limits of stide detectors. Tan and
Maxion [24] in their attempt to solve the “Why six?”’ prob-
lem, identified the length of the minimum foreign sequence
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Table 3

The most compact critical sections when 1 =6

Process MCCS(2) (%) |MCCS(2)|
‘named’ from UNM [92, 100]U [0, 84] 92% — 8492126
‘Ipr’ from MIT [85, 100]U [0, 63] 78% — 2282517
‘sendmail’ from CERT [92, 100]U [0, 7] 15% — 236412
‘sendmail’ from UNM [64, 100]U [0, 14] 50% — 899882
‘wu-ftpd’ from UNM [92, 100]U [0, 28] 36% — 64913
‘xlock’ from UNM [71, 100]U [0, 70] 99% — 335785

in the audit data as a lower bound for the length of stide
detectors. Our work complements their effort by showing
the effect of completeness of the normal model on stide’s
performance, and establishing an upper bound for the
length of the detector. In addition to generalizing Tan
and Maxion’s results, this framework provides a formal
ground for analyzing future stide-like AID detectors that
are based on sequence analysis (without using frequency
or probability information of sequences), by exploring
the dynamics of the various factors affecting operational
limits of stide, i.e. the false positives and true positives.
Based on the formal framework, the foundations of several
work related to stide are interpreted in a logical way.

The experiments we conducted not only validate our
theoretical results, they also provide further insights by
clearly showing the inter-dependencies of the various fac-
tors affecting stide’s performance, i.e., the influence of
completeness of the training dataset on stide efficiency
is evaluated. The conclusion on the completeness evalua-
tion is that stide is not appropriate for dynamic scenari-
os, such as the traffic behaviors in Internet. Then, one
application is also designed to demonstrate the usefulness
of our framework. It is a trimming procedure for the
normal dataset, in which the redundant parts in the nor-
mal dataset are filtered out for further analysis. To
achieve them, two graphical tools are designed to identify
the influence and the most compact critical section: MFS-
MSS Average Curve (MMAC) and MFS-MSS matrix
(MMM).

From the MMAC curves, the influence of the com-
pleteness of the training dataset on the MSSs in the test
dataset and the MFSs in the intrusive dataset are ana-
lyzed. The existence of the minimum common false posi-
tive sequences are also confirmed in the MMAC curves.
At a finer granularity, the MMM matrix is utilized to
find the most compact critical section within the normal
dataset for a specific detection performance A. The
MMAC curves and the MMM matrix also provide an
intuitive indication of the complexity of the correspond-
ing process.

In this framework, the questions related to the ‘Why
62’ problem can be answered clearly, such as the question
n [24], ‘to what extent can we establish a link between
detectable anomalies and intrusive behaviors?”’, and the
answer lies in Theorem 4.17. After analyzing the influence
of the completeness of the training dataset of a process on

the efficiency of the stide detectors, we can determine
whether stide is appropriate for detecting any intrusion
into that process.

Limitations of the framework. However, while using the
proposed framework, we should bear in mind certain limi-
tations of the framework. These are briefly stated below.

(1) Like any AID technique, the framework is based on
the assumption that any anomaly in the intrusive
dataset is an indication of an intrusion into the
resource. Even though the assumption is reasonable
pratically under most circumstances, it is possible
that a non-malicious access that deviates from the
normal behavior will be detected as an intrusion.
On the other hand, if an in trusion can successfully
mimic normal behaviors, then no AID techniques
can detect such an intrusion [25].

(2) The framework specifically deals with stide-like AID
techniques which assumes that intrusions are mani-
fested in the sequences of system calls without using
the sequence frequency/probability information and
tries to detect them by a systematic analysis of such
sequences. Therefore, it may not be appro priate to
apply it to all possible intrusions or detection tech-
niques [28,25].

In our future work, the framework will be further eval-
uated by the datasets under different environments, e.g. the
networks and the windows platform. Then, the definitions
for effective, complete and efficient anomaly-based intru-
sion detectors will be generalized to other sequence-based
AID techniques.
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Appendix A. Proofs of some Theorems
A.1. Proof of Theorem 2.4

Proof A.l1. Assume that S € MFS,,;, (Z,lZ.,). Thus,
IS| = [MES|in (Z:gdZsey). From the definition of MFS
(ZigdZrep), S € FRGN (Z,4/|Z,.s), and there exists an 1-order
subsequence S’ € SELF (X,4/|Z,.y) at least considering that
FRGN(Z gl 2r0p) U SELF (Z4g/|Z0er) = SS(Z1gs). Therefore,
(8" € SELFZ4)%0) A (S € SS(Zig0)) A (S 718") A(SE SELF
(ZsgdZrep)) = True, and we can conclude that S” € MSS(Z,,/|Z,.)).

Then, using proof by contradiction to prove that
S ! € MSSmin (Etgllzrejf)‘ If S, Q MSSmin (Ztgtlzre )a there
must be another sequence S” € MSS,., (/g2 and
|S”] <|S’|. Following above deduction, we can determine
that there is one S” € MFS(Z|%,.), and S >, S".
Considering |S|=|S'|+1 and |S”|=|S"|+1, we get
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|S™”| < |S|, which contradicts to |S| =
S" € MFS(S g Erep)-

Considering that S € MFS,,;(Z4Z/e), S’ € MSS,,;,
(Z1eilZrep), and |S|=|S’|+ 1, the following equation is
held:

|MFS|min (Ztgtlzrej) as

|MSS|min(ztgt|wa) = ‘MFS|min(2tgf|Zn’f) -1 0

A.2. Proof of Theorem 4.2

Proof A.2. From the definitions, we know that:

|MFS|n1in(2i"f|2f"n> :min({l|l>0§SS(2int>1) ( trny )7&(1)})

MIfo>
SS(ZM[, (}J)

|MFS|min(2int|Errn)a then,

— SS(Zn, ) # ® = TPSS(Z;|Z0n, ©)
+®

Hence, the stide detector of length w built from %, is

effective w.r.t X,,,.

(2) If the stide detector with the length w built by X,,,, is
effective w.r.t X;,,, then,

TPSS (S [Zumy @) 7 © =SS (Zinss ) — SS(Zapmy ) # D
W = |MFS|n1in(Zi'17|ZW") U

A.3. Proof of Theorem 4.5
Proof A.3. From the definitions, we know that:

|MSS| in (Zist | Zen) = max({{|l = 0;SS(Zssr, 1) — SS(Zpp, [) = D})

(1) If w g |MSS|min(2tSt|Ztrn)a then,

SS(Zit, ) — SS(Zp, 0) = © = FPSS(Z 5| Zpn, 0) = @

Hence, the stide detector with the length o built by
X, 1s complete w.r.t X,,.

(2) If the stide detector with the length w built by X,,,, is
complete w.r.t £, then,

FPSS (2| Zpm, ) = ® =SS(Z, 0)

o < |MSS)|

— SS(Zpm, ) = D
Xl Zom) O

min (

A.4. Proof of Theorem 4.15

Proof A.4. From the MFS definition,
\MES) 3, (Ziua| Er) = min({{|] > 0;SS(Zini, 1) = SS(Zy, 1) # })
The foreign sequence length vector for X,,,, and X;,; is

FSLV(Zim“Ztm) = {l|l = O;SS(Zinh l)
For VI € FSLV (SilSom).

- SS(Etrnv l) 7& (D}

SS(Zinis 1) = SS(Zn, 1) # @
<:>E|S( ( ( mtal) _SS(Ztrml)))
<= 3S(S € SS(Zis, ) NS € SS(Zyy, 1))

= 3S(S € SS(Zi, ) AS & SS(Em, A
(S € SS(Zyi, 1) VS & SS(Zu, 1))

=5 3S(S € SS(Sim, [) AS & SS(Zyn, 1) A (S € SS(Susrs 1))

)
V(S € SS(Zi, ) NS & SS(Zyni 1) AS & SS(Zi, 1))

== 3S(S € SS(Zin, [) NS & SS(Zirn, [) A (S € SS(Zisi, 1))

V(S €SS ) NS E(SS(Zin, 1) V (SS(Zisis 1))
<= 3S((S € SS(Zini, 1) NS € (SS(Zusts 1) — SS(Zym, 1))

V(S € SS(Ziny [) NS & SS(Zpn @ Ziyi, 1))
<= 3S((S € SS(Zim, 1) AS € FPSS(Z|Z, 1))

V(S € SS(Zin, ) NS & SS(Zin © Zisis 1))
<= 3S(S € (SS(Zin, 1) N FPSS(Zst|Zirn, 1)

)

V'S € (SS(Zins, 1) — SS(Zim @ Zusiy 1))

< 35((S € SS(Zin, 1) N EPSS(Z it | Zimy 1)) U (S,
— SS(Zyn © Zir, 1))

= 8S(Zin, ) NV PSS (S| S, 1) # BV SS (T, 1)
— 8S(Zpy © Ty, 1) # @

( l"hl)

Hence,

ESLY (S| Z) = {I]1 =
u {1l

0; SS(Zins, 1) N FPSS(Zi| Zin, 1) # D}
> 0;SS(Sie 1) — SS(Zun © Zu, 1) # O}

Finally,

|MES|,(Zine| Zirm)
=min(FSLY (Zine|Zim) )
=min({!|SS(Zius, ) NFPSS (Zyss|Zpom, | # D}
U{1ISS(Zinis 1) = SS (S © Zegr, 1) # @)
=min(min({/|SS(Zin, [) VFPSS(Zist|Zirn, 1) # DY),
min({/[SS(Zjus, 1) = SS(Zyn © iy, 1) # DY)
=min(|CFPS|,,;, (Zints Zest|Zm) s [MFS iy (Zine|Zn © Eir)) O

A.5. Proof of Theorem 4.17

Proof A.5. If |MSS|,im (Zisd i) = 1

VI(1 <1< |MSS|,0(Zst|Zom), FPSS (Zit| 2y [) = @) (A1)
Furthermore, according to the definition of CFPS,
|CPPS|mm(2intv z"tstlz"trn) > ‘MSS|mm(2tst|ztrn) (A.2)

(<:) If |MSS|min (Ztstlztrn) 2 IMFS|m[n(2int|Ztrn @ Ztst)a
there exist efficient stide detectors for datasets X,,,, X
and Xi,,;.
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|MSS],,,
= |MSS|,;,
= |CFPS|
= |CFPS|
= |MFS)|
= |MFS)|

T2 = |MFS],,,, (
(Zt|Zim) =1
Zints Zust| Zin) > |MSS|,5 (Zist | Zrm)
min(Zints Zist| Zerm) > |MES| i (Zint | Zorm © Zir)
st Zim) = IMES|,,(Zid| Zn © Zit)

st Zin) < IMSS|,,00 (Zisi| Zirn)

Zinr |Ztrn @ zlsl)

min(

min ( min (

min ( min (

From Theorem 4.9, there exist efficient stide detectors un-
der this scenario.

(=) If there exist efficient stide detectors for X,,,, X,
and 2“inb |Msslmin (ztstlzrrn) = |MFS|min(2int|2tm O] z“ts)‘)-

To apply the proof by contradiction, let us assume
|MSS|min(ert|2trn) < |MFS|min(2int|2trn @ 2"tst)~

(§1) If |MSS|min(2tsl|Etrn) =0.

From the MFS definition, |MFS|,i(ZisdZim) = 1>
|MSS|in(Zise |Zirn)- Based on Theorem 4.9, there does not
exist efficient stide detectors, and that is contradict with our
statement. SO’ |MSS|min(ztst|Ztm) < |MFS|min(2int|2rrn © ert)
is not correct.

(§2) If |MSS|min(ztst|Ztrn) = 13

(28.) If|CFPSlmin(Eintaztstlztm) = |MFS|m[n(2int| Etm O Ztst)-

From Eq (lO)aIMFSImin(Eintlztm) :lMFslmin(Zinllztm @ Ztsl)'
Furthermore, we assume |MFS|,i(ZiplZin © Zi) >
|MSS|min(Ztsr|Ztrn)7 therefore

|MFS|min (zint‘ztm) > |MSS| z:tst|z“trn)

(2b) If |CFPS|min(Eim; 2tstlztrn) < |MFS|min(Zim|2trn @ 2txt)~
From Eq (10), |MFS|min(zint|2trn) = ICFPSImin(Zint:
2lX0n). and Eq. (A.2).
|CFPS‘min(Eim7 ZtSt|2"‘”) > |MSS‘
= |MFS|, . (i Zin) > |MSS)|

min (

min (zlﬂ ‘ Zml)
Ztst | Ztrn)~

min ( min (

From (2.a), (2.b) and Theorem 4.9, there are no efficient
stide detectors, and that is contradict to the statement.
Therefores |MSS|min(Ztsllztrn) < |MFS|min(2in1|2trn O] z“tst)
is not correct.

Based on (1) and (2), the theorem is proved. [
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